TO Chief, SR 
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SUBJECT 



.^^ff/HEDWOCSi, 



~L1 Operati one 



ACTfOR RtQUIBEO 

See paragraph 6 
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DATE 

6 February 1961 



BE “43«3’'— (CHECK *X* OMO 



MARKED FOR INDEXING 



NO INDEXING REQUIRED 



INDEXING CAN BE JUDGEO 
BV QUALIFIED HQ. DESK ONLY 



REFERENCE!®) 



A. EGFW 11616, 20 Deo 60 (C- LDFile) 

Bo EGFA 25962, 7 Apr 59 (c- z^Flle) 

Co EGFA 31869, 16 Sep 60 (d L3 File) 

D. OSSA 9312, 12 Feb 60 (AEMARSH/15 File) 

S. FROB 6658 , 8 Apr 60 (AB*iARSHA5 File) 

F. EGFW 10298, 16 Mar 60 tL 33 File) 

0. EGFW 10348, 28 Mar 60 {C~ L3 File) 

H. OSSW 6558, 3 Mar 60 (AEMARSR/15 File) 

I„ OSSA 9500. 29 Apr 60 (AEMARS0/15 File) 

J. FROB 6656 , 8 Apr 60 (C LDPile) 

K. FRCB 8279, 29 Now 60 (d 13 File) 

L. EGFW 11798, 3 Jan 61 (C 33 File) 



1, We concur with Headquarters* proposal in paragraph 4 of reference A 
dispatch that all Latvian internal assets be handled from H e ad quar ters in 
the future, and accordingly are now in the process of se n d ing the complete 
files of the 1 — ~~3 operations to Headquarters. In 

turning over these cases to Headquarters , we tire t aking this opportunity to 
outline the current status and the problems of these operations together 
with our suggestions for Headquarters review. Most of the problems, which 
r — — \ was working cm when ha became 111 recently, were discussed 

with d ; D over a period of days in the Frankfurt Army Hospital, but naturally 

circumstances limited these discussions and so it Is hoped that CL JZ3 will 
make a rapid recovery and be available to Headquarters In the near future for 
discussions and recommendations regarding these operations. 
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1 Operations : 






a. Recruitment: Recruited in March 1959 byd 

assisted by AEMARSH/15, CL 

CLT 

Reference B). 

b. Communications: 

1) KDBARK Cosmo - 

Incoming : CL L3 



— I (see 



V f 

lM- : 

at 



•?» 



Cl _Z3 to KUBARK Accomnod&tion Address, Frankfurt ^ 1; 

'L:i 

(In June 1959, tL -L3 was given a Frankfurt 
accommodation address to eliminate CL CL from _;L t 
channel) •* ' 



to date. 



A total of five 8 /to messages have been received - 
The last was postmarked in Riga on 9 December 1959* 
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. Outgoing z KUBARK to Cl HD 

cr 3) (Koeln) to cr 3 Cutout 

C 3 

Cutout to CH ZZZ 




A total of two S/M messages have been sent 
to date „ The last was nailed in Koeln on 6 July 1959- 
A verbal mesa age was probably sent to HHZ- HD 

T — ~ i (Request sent to Headquarters on 16 

September i960 by Reference C). 

2) Personal Cobbjo =• 

AEMARSH/15 maintained personal covert cooansunications by 
the use of open-code correspondence with tZL. ZZJ and 

( — ~ 33 This 2- way open- code correspondence, according 

to Reference D, started originally with CZZ HZ when it 

was laid on through the international mails and a series of 
couriers. It involved many persons including Cl hh and 
several local friends of AEMARSH/15 in Sweden. A new open- code 
system was given directly to 3 HZ by AEMARSH/15 in 

C HZ and this eommo for CZ ZHZ overlapped the 

period when they were in contact with KUBARK by S/W. In April 
1959, Reference E asked that AEMARSH/15 stop his personal code 
correspondence with d HHi Rote that the first 

lead for contaot with d HZZ came from 

HZZ HD to AEMARSH/15 through this personal eommo channel. 



HHI Operations ; 



a, Reoruitment: Recruited in March-May 1959 by 

d ZD 



b. Communications : 



1) KUBARK Conmo = 



Incoming ; 




JHD 



CZ HZ to KUBARK Accommodation Address, Frankfurt 

(In about June. 1959* 3 HZ was given a Frankfurt 
accommodation address to eliminate HZ ZZD from 
channel.) 

A total of six S/to messages have been received 
to date. HZ~ ~j 

Outgoing : KUBARK to Various Agents in Various Locations 

(*Note below) 

Agents (West) to JHD I 

Cutout to d m 

A total of four or five S/W messages have been 
sent to date. p~_ 

3 and Number five was forwarded to Headquarters on 16 
September i960 (see Reference C)» 
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♦Note: Message 1 forwarded by C. ^ In 

Hamburg for mailing by AEMARSH/15 In Sweden; Number 2 
mailed by AEMARSH/15 In Sweden; Number 3 mailed by co ZD 
in Hamburg; CZ ZZD 

Disposition of Number 5 by Headquarters is unknown here. 

2) Personal Consno ~ 

See paragraph 2.b.(2) above for short description of 
AEMABSH/15 's personal use of oporto ode correspondence with 
Cl -J 

4. Principal Known Personalities Involved In the AEPONIAHD Operations ; 

The following personalities are known to have a direct or secondary 
connection with the CL _U operations: 

a, ZZZ ZD each witting 

of the other’s covert activities and communications (See also References P 
and C). 



b. AEMARSH/15 - Probably terminated. Witting of CT ZD 

intelligence activities. Handled ingoing S/V for mailing to ZD 

Maintained personal covert consno with CZ ZD See also Reference 



P 



D, H and I. 

Co £3 ZD - Suspected of RIS connections and associate ofCT ZJ 

a RIS suspect. 









do c ZD Terminated. Witting of all principal personalities of 
ABPONIAHD operations. 

e. CL ZD - Unwitting (regarding AIS Interest) mall drop for S/V 

fTcmCl. ZD Recruited by ZZ ZZD Forwarded mail to accommodation 

address compromised to UPHILL. 

f. CL ZD*. Unwitting (regarding AIS interest) mail drop for S/W 

from C_ ZZJ Recruited by CZ CUD, Forwarded mail to accommodation 

address compromised to UPHILL. 

g. Q ZD - Terminated. Only contact with CL ZZD Known 

to UPHILL as AIS. 

h - c ' 3. 

d L? 

internal drop after making a physical check of the addresses (See Reference . 

F). 



i. CT ~ I ~ Handled ingoing S/W letter for mailing to CL" ZD 

J „ cr ZZD Handled ingoing S/W letter for internal mailing to 

CT LU 



k. Others - Friends of AEHARSil/15 in Sweden who helped devise his 
open*- code coasco; persons serving as internal cutout mail drops for 
A^ARSH/lS's personal, ccrfsao and for XUBARK S/V messages; and Subject of 

Referen oes J and K L-T 
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5. Sug^stions: 'j 

The following suggestions are offeree for Headquarters * ooikcnd-Ry :-.v 
action in. regard to seme of the problems :u:hercnt it; the. C_ ’ 13 •>'£ 



tlons, if Headquarters plans bo continue those operations t • '■ 

-I M 

a* That Headquarters send, separate S/W * r aessagas to di 
CL ZJ notifying them that their correspondent r~ 1 :! lo 

temporarily replaced and that they are to mail' their <?/"•? jeorvenr 
to new mail drops in the Waste A suggested introduction ito ta*s 
messages, which' was prepared by L7 is foTsWdo' 

separate cover.-, It is felt that this exact introduction '/n.r~ 

_• distinctive style- would he necessary to convince the agrcVfcs: tb-. ■'* 
turnover is legitimate when they receive future * ’t* 5! S 0- £' ( v - 1-~ | • 

style of Latvian language, Since the only link d 3 IkIA; 
mail drops has been terzuinated, it is hslieved new and norvtfolT: 






S ' 

n 



letter drops should he established for any future C 

i cations , 



33 oe: 



ji 

• l ■\ l’\ ' 



b. That FQB/SDV contact c • 33 through <c" 

certain that hcu> u*.o.x«.. £ z ^yjx vA"io Cl j j 

period since their last jnessages ar;d : .\o have, 'fchvva rapnr ^ Ir;/ 
month while th$ drops rernaxn active, According to our r^ecr^:, ; 
gave both C JZ7 an acoc^xaodatxon Et 

CZ ZZl vfhloh tee been, cosapromisc^d to UPHILL \y 

operatiorir, 1 



Co Th at H^dquaj’fcers arrange for kgiu© KUBAF.K staffer;.*/ such 
r? v,o attempt contact :m C 17 with the -Subserve 
References 0 and K in order to rincl •Ocri'e cwre/oi xnciic-ii ‘..Tier. , -t t 
of d zn in regard to the alternates prescated iff P.qfe 

it is recomoandad that CZ ZD .not bo brcnjght into tho bnora 
because ho represents the addition of another unknown factor ' ■:■ 
there would be' disadvantages in following up any new develops 
this source if the person contacting; -, Q ' 

cannot be briefed fully on the problems of. the operation,-* ;• 



C 3 



, 6. We will appreciate' it if Headquarters will inform a FOB promptly rt 
any decision to continue or tormina to these operations, since wo ’ wlil • .v:.i?av; 
prepared, for any secondary effects to the current c omsu nicabi on chaiine? s t . 
meanwhile, TZZ T7 will ba recontacted to check the status of the i — 1 
H =* mall drops, c 13 s full cooperation ia expected evsvi •th.ou.i 
terminated, because ho was given a DM >\CO a OO Christmas "re tain er for 

services in distributing - Christmas presents to all his friends ^ho .ai’a -«•< 
unwitting mail drops for KUBA.RK, . ’ ■ : i 
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